Simple Byte Hacking

A Programming Article by Efron Licht

Jan 2023

Many junior & intermediate programmers can be a little skittish around around byte-
level hacking. You shouldn’t be. It’s not as hard as it’s made out to be, and getting
comfortable with low-level programming can make for simpler, more efficient code, In
this article, we’ll take an example of a real-world problem with a solution that was best
discovered and implemented with byte-level programming.

We’ll build a few command-line tools and benchmark results along the way.
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Intro

At a previous job, we had a mongoDB database that was giving us some trouble by
behaving differently between C# and Golang. We would serialize a struct containing a
UUID on the C# end, but get a different UUID on the Golang end.

(If you don’t know what a UUID is, all you need to know for this is that it’s a 128-bit long
number that serves as a unique ID in many databases, and that it has a human-readable
format that looks like this: “XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX”, where x is one of
0-9 or A-F.)

We’d insert something like this on the C# side:


file:///index.html
file:///index.html
file:///license.html
file:///license.html
file:///var/folders/1d/4xr8x0k57k7dz5l29g3lsdzw0000gn/T/feed.rss.xml
file:///var/folders/1d/4xr8x0k57k7dz5l29g3lsdzw0000gn/T/feed.atom.xml
file:///var/folders/1d/4xr8x0k57k7dz5l29g3lsdzw0000gn/T/feed.json

0 -60e3-457b- -9
And get something like this:
- -7b45 - -9

Doing some reading, it turned out that this was a “legacy UUID encoding” of some kind,
but none of the documentation I read explained how they were different. One of my co-
workers, a clever junior engineer, found a javascript solution that seemed to work, but
involved some rather nasty string manipulation:

(6, 2) +

2);
(10, 2) +
(14, 2) +
(16, 16);

+

Testing the code in Javascript, it seemed to work. So my practical co-worker proposed
we simply port the solution to Golang and move on. I was a little nervous: I don’t like
putting something in my code I don’t understand. I wanted to take a look under the
hood and see if I could find out what was happening, and if so, write a simple, efficient
solution. We’d meet back up in 45 minutes. If I couldn’t get anywhere, we’d just go with
his solution and move on with our lives.

Using Our Eyes

Show me your flowcharts and conceal your tables, and I shall continue to be
mystified. Show me your tables, and I won’t usually need your flowcharts;
they’ll be obvious.

Fred Brooks

The first step to decoding any kind of messaging protocol is just to look at the data. As
mentioned before, UUIDs have a canonical form. I generated a few UUIDs on the C# end,
printed them out in that form, stuck them in the database, pulled them out on the Go
end, and printed those out, side-by-side.

c# golang
Oa3ec7aa-60e3-457b- aac/3e0a-e360-7b45-
aca0-9fb9665339bf aca®-9fb9665339bf
8fc4f550-aeae-4736-8ac2- 50f5c48f-aeae-3647-8ac2-

al6a4d90cfb6c al6ad4d90cfo6e


https://github.com/mongodb/mongo-csharp-driver/blob/master/uuidhelpers.js

c# golang

93e32e64-e78b-4a45-872c- 642ee393-8be7-454a-872c-
fda57e5c4bea fda57e5c4bea
€973437d-0b5b-42ae-923d- 7d4373e9-5b0Ob-aed42-923d-
cab553eb5aee cab553eb5aee

These UUIDs are split up into five sections. Let’s label them 0-1-2-3-4 and examine
them one at a time.

« section 0 & 1: always contain the same characters, just in a different order.

« section 2: appears to be mirrored: if we have 457b in c#, we have 7b45 on the go
end.

« section 3 & 4: identical between C# and Golang.

This leads to a hypothesis: the legacy C# encoding is the same as the usual one, but it
has the bytes in a different order. Maybe if we decompose the UUID into individual
bytes and look at those, we can find out if that’s true, and if so, what the ordering is.

Using Our Eyes (on the bytes)

A UUID is a 128-bit number, or 16 bytes. The latter is how the go library github.com/
google/uuid handles them: asa [16]byte array. Let’s write a small command-line
program to parse a pair of UUIDS in their canonical form, decompose them into
individual bytes, then print THOSE out side-by-side. (I like to write small command-line
programs for tasks like this: you never know when you might need them later). For
convenience, let’s format the results as a markdown table, so we can insert them
directly into, say, a blog post.

printpair.go

package
import
import
import
import




Let’s try running it:

i c# golang
093 64
1e32e
2 2ee3
36493
4e7 8b
58be7
6 4a 45
745 4a
8 87 87
9 2c 2c
afd fd
b a5 a5
c 7e Te
d 5c 5c
e 4b 4b
f ea ea

I ran it through the rest of our pairs and confirmed our theory:

* bytes 8-F are unchanged
* bytes 6 & 7 are swapped
» bytes 5 & 6 are swapped
* bytes 0-4 seem to be permuted

Finding The Solution

But how exactly are they permuted? Let’s build a program that makes a lookup table and
run a bunch of results through it. As before, let’s format the output as a markdown table
so we can insert it directly into the article.

buildtable.go

package
import (




buildtable

i c2g g2c

003
102
201
300
405
504
6 07
7 06
8 08
909
a Oa
b Ob
¢ Oc
dod
e Qe
f Of

03
02
01
00
05
04
07
06
08
09
Oa
Ob
Oc
0d
Oe
of



This leads me to a few theories:

* c2g is the same as g2c.
« [t’s also it’s own inverse: c2g(c2g(n)) == n.

Let’s run it on a few more UUIDs to see if we get the same results:

buildtable

This gives an identical result. Promising!

But this:

buildtable

doesn’t: we get the following

i c# golang
00303
10202
20101
30000
40505
50505
6 07 07
706 06
8 08 08
90909
a Oa Oa
b Ob Ob
¢ Oc Oc
d 0d 0d
e Oe Oe
f Of Of

This is a different lookup table! Let’s use printpair again to see if we can explain this
result:

i c# golang
0 8f 50
1c4f5



i c# golang
215 c4
350 8f
4 ae ae
5 ae ae
6 47 36
73647
8 8a 8a
9c2 c2
aal al
b 6a 6a
c 4d 4d
d 90 90
e cf cf
f 6¢ 6¢

In this UUID, Bytes 4 and 5 are both Oxae, so this mapping is correct; it’s just not
complete.

We now have a theory for the mapping function: it’s just the table c2g.

That is, the items are mapped as follows:

before after
0,1,2,33,2,1,0

4,5 5,4
6,7 7,6
8..=15 8..=15

First golang solution: swaplé6

Let’s convert this to Go code: since we’ll use a 16-byte lookup table, let’s call it swap16.

[16]byte{Ox3, Ox2, Ox1, Ox0, Ox5, 0x4, 0Ox7, 0x6,
Ox8, Ox9, OxA, 0xB, OxC, 0OxD, OxE, OxF}




second golang solution: swap8

This seems slightly inefficient to me: after all, we never use the back half of the table!
Let’s omit that, saving some iteration and a whole 8 bytes of memory.

Just as I was ready to benchmark swap8, my co-worker came to me with a Go version of
the string-manipulation based Javascript solution. Let’s call it swapJS.

the javascript-style solution

’ )
import
¢ string)

[6:642] + b16[4:4+2] + b16[2:2+2] + b16[0:0+2]
[10:10+2] + bl6[8:8+2]
[14:1442] + b16[12:1242]

[16:]

( 4F

With our new insights, we can understand swapJS: it swaps the bytes around, just like
we do, only it does so by manipulating the string representation of the bytes rather than
the bytes themselves.

To spell it out:

« Disassemble the canonical form into the four sections in our mapping, where each
two-character pair is a hexadecimal-encoded byte.
ca: (0, 1, 2, 3)<->(3, 2, 1, 0)
°b: (4, 5)<->(5, 4)
oc: (5, 6)<->(6, 5)
°od: (8..=15) <->(8..=15)
* Glue them together into a 32-character string representing 16 hexadecimal bytes.



» Parse the string as hexadecimal.

« Copy it into the underlying [16]byte of a uuid.UUID. (In the original javascript
solution, they transformed it from Hex to Base64, but that has to do with
MongoDB internals).

one last micro-optimization

The string-manipulation solution has a good idea: it omits the lookup table entirely.
Maybe we can do that?

( ) : {

(01, ulll, ul2], ul3] = ul31, ul2], ulll,
[4], ul5] [5], ul4]

(6], ul7] [71, ulé]

Sanity check: basic tests

We have four solutions that seem equivalent. Let’s quickly write some tests that make
sure they are. In this case, we have a well-trusted function, uuid.New (), that will
generate random test data. Let’s lean on that to generate 20K or so tests:

. QO
< 20 000; i++ {
O

benchmarking: the code

We now have four equivalent solutions to the same problem: swap8, swap16,
swapDirect,and swapJS.Iassume that swap8 or swapDirect will be the fastest
solution, but 'm not sure by how much. Let’s compare their performance under two



different situations: when we start with a string, and when we start with the [16]byte
uuid.UUID

package

import (

[128]

[IZé]string

My {

++ {

.N%128])

[D.N%128]))




.N%128])

[b.N%128]))

.N%1281))

[b.N%128]))

{
.N%128] .

{
[b.N%128]))

sidenote: formatting the output

We’re going to look at a lot of benchmarks on this blog, so let’s take a moment to write a
program to format the benchmarks for us into a nice markdown table.

That is, given output from go test -bench=. -benchmem that looks like this:

148829586
0

23469300
0

We’d like output like this:

name runs ns/op %/max bytes %/max allocs %/max
Swap8 1.54e+08 7.77 2.25 0 0 0 0
Swap8String 2.36e+07 50.3 14.6 0 0 0 0



package

import (

(string(
(

string
float64

float64




(i int) float64 {
( . [11), 64)) }
{ : [11, (2), :
(4), :

int) bool

int) bool {
}

int) bool {

int) bool {

’ . ’ (
/ ) ¥100,
) ¥100)

comparing benchmarks

Let’s run the benchmarks and feed them to fmtbench:




o0 test -bench=. -benchmem

Before we look at the results, let’s make some guesses:

./bench

g0 run ./fmtbench

» swap8 or swapDirect will be the fastest solution, depending on the generated
code, since none of them involve allocating any memory and are simple. I’'m not
sure which will be faster: this could depend on the compiler.

» swap16 will be close in performance: probably within 50%.

« In the case where we have to parse strings into UUIDs, they probably all have

comparable performance.

benchmark gitlab.com/efronlicht/uuidswap/bench:

goarch: armé64/goos: darwin

function name runs ns/op %/max bytes %/max allocs %/max

SwapDirect 2.87e+08 4.39
Swap8 1.54e+08 7.79
Swapl6 8.91e+07 13.3

SwapDirectString 2.54e+07 49.6
Swap8String 2.36e+07 51

Swap16String 2.09e+07 57.1
Swap]SString 4.61e+06 258
Swap]S 3.48e+06 344

1.28
2.26
3.88
14.4
14.8
16.6
75
100

0

o O O O O

64
112

0

o O O O O

57.1
100

0

BN O O O O O

0

o O O O O

66.7
100

How pretry!Fhis-definitelyrdidn’t take- metonger than-allof the-otherparts.

We note the following conclusions:

e swapDirect is fastest,and SwapJS is slowest.

 Unsurprisingly, simply moving around the bytes is much faster than moving
around and parsing a lot of strings. Our fastest solution is swapDirect.
« The difference between swapDirect and swapl6 is significant: it’s over 3 times

as fast!

» But even when we have to parse UUIDs, the byte-manipulation approaches are five

times faster.

» The best-case scenario (swapDirect fed a UUID) is 80 times faster than the
worst-case (swapJS fed a UUID).

So, the question remains, was all this work worth it? In general, synthetic benchmarks
don’t tell you much about the performance of your overall program. As long as a
function isn’t glacially slow, if it’s not called often, it doesn’t really impact the
performance of your program. If you want to know how your program needs to behave
in practice, you need to profile, not benchmark: benchmarking is for narrowing in on the
best solution to a localized problem.



Still, regardless of whether this has a meaningful performance impact, I'm happy with
our results:

« Finding the solution took me under an hour (Writing this article took longer, of
course.)

« it gave us some insight into the underlying problem: that the legacy C# encoding
is the same bytes in a different order.

« [t was fun! You rarely get to mess with bytes directly.

e Unmarshaling a UUID is an extremely common operation. Nearly every interaction
with mongoDB is likely to involve one or many UUIDs. While the runtimes
individually are very small, they can add up.

» We made a number of handy command-line programs that may be useful in the
future. In my case, fmtbench seems like it might be handy for a number of further
articles.

» If the string-manipulation solution ever broke in production, and we didn’t
understand how it worked, it could have taken us well over an hour to fix.

« Best of all, I think that swapDirect is probably as fast as you can get without
writing platform-dependent assembly. This probably doesn’t matter, but I, for
one, get a warm fuzzy feeling from writing the best possible solution.

With luck, you’ve learned something about benchmarking, bytes, or UUIDs. And
remember: if you’re not sure where to start, try just looking at it.
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